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Foundation is critical.

Modern organizations have an unprecedented
dependency on technology, which has launched
technology disruption to among the top risks facing
businesses today. When organizations begin their IT
disaster recovery journey, there is a natural tendency
to focus solely on the technology or jump directly to
developing recovery strategies. This is a shortsighted
approach, because it often results in spending
valuable time and money building resilience,
developing governance, and preparing recovery
strategies for non-critical systems. This naturally
leads to wasted IT spend, prolonged outages, longer
recovery times when disruptive events do happen,
and unnecessary financial and reputational impacts.

Well-informed organizations begin with the end
in mind, looking for a deeper understanding of
their technology landscapes. This enables them to
allocate financial and human resources strategically
to build swift and effective recovery scenarios,
thereby minimizing business impact.

The foundational elements required to enable
effective IT recovery following an unplanned
disruption need to be in place long before the shiny
work of developing recovery strategies begins.
This preparatory work must be completed in order
to ensure that in the event of a disruption, those
involved are focused on the right things, in the right
order, at the right time.
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Speak the same language—to ensure
alignment with all groups involved in serious
technology incidents.

To effectively prepare and respond, organizations
must use agreed-upon metrics, standards, and
language across teams and business units.
Developing a universally accepted risk and impact
matrix that covers all areas of the organization goes
a long way to address this gap. The matrix should
include areas of impact and align on measures of
magnitude related to operations, service delivery,
financials, people and community, regulatory/legal
issues, and reputation.

With standards in place, all groups involved are
better prepared to plan and react collaboratively
and effectively. This also ensures available resources
can prioritize correctly and focus their time and
efforts on recovering the most critical systems first,
resulting in lower impact to the operation.

Remove blind spots—your technology group
cannot restore what they do not know exists.

It is vital to have full awareness of all technology
required to support critical business processes
across the organization. This can be a challenge
with the realities of shadow IT. Shadow IT occurs
when individuals or business units leverage systems
that the technology group are not aware of and
therefore cannot manage appropriately. Gartner, a
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technology and research consulting firm, reports
that a substantial percentage of organizations -
cited as 80% or more - experience some form of
shadow IT. This is often driven by employees who
are dissatisfied with applications and tools approved
and provided by their technology group.

Shadow IT also brings additional risks, including
introducing unique attack vectors for bad
actors to exploit, because these systems often
are not safeguarded by the company’s cyber
defense policies, procedures, and tools. Cisco’s
2024 Cybersecurity Report highlights that 58%
of organizations experience at least one data
breach related to shadow IT and emphasizes
that unauthorized applications can lead to
increased vulnerabilities.

Know the landscape—the time to discover
changes to critical systems is not in the middle
of a technology outage.

Successful organizations ensure critical system
information is contained in a living, breathing, and
ever-evolving single source of truth. This could take
the form of a configuration management database
(CMDB), or application book of record (ABOR).

Executive Summary.

Forbes reports that organizations (as many as 85%)
struggle to adequately document and maintain
updated critical application, infrastructure, and data
information. This information should be updated
every time there is a change made within IT systems.

The information contained in this type of
database should also map IT asset relationships
and dependencies. Modern IT systems have
evolved to have complicated webs of dependencies
that translate into intricate, gated recovery
procedures. The requirement for careful recovery
orders, including third-party hosted systems, is
more relevant now than ever before. In addition,
governance in the form of policy must be wrapped
around these processes to ensure compliance.

Conclusion.

Leveraging common metrics and language across
response teams, having strong line-of-sight into all
business-critical technology, and ensuring systems
are accurately documented sets the stage for the
development of an effective IT disaster recovery
program. Failing to do this will hinder outcomes, lead
to less optimal recovery efforts, and result in greater
than necessary negative business impact.

As organizations across all industries continue to increase their reliance on technology, wise business
leaders are taking steps to ensure they are prepared to respond to inevitable technology disruptions.

With effective response planning in place, companies will benefit from minimized financial and reputational
impact following IT disasters. Before planning can take place in earnest, a foundation must be established
to increase effectiveness and efficiency, and set the stage for successful recovery planning. In this article,
experienced IT disaster recovery practitioner, Barry Moore, describes some commonly overlooked
foundational steps essential in preparing for the development of a successful IT disaster recovery program.
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Barry Moore, ABCP, ITIL, CSE, is Principal, Business Continuity and Technology
Resilience at Trace Associates Inc. (Trace). During his 25-year career in the
technology industry, he has primarily focused on IT service continuity, business
optimization, and technology resilience planning. Barry provides technology and
business resilience consulting services to organizations across all market segments.

Trace is committed to helping our clients build effective resilience programs within
their organizations, regardless of their size or industry.

Contact Barry to explore solutions to your IT disaster recovery planning challenges.
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